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Obijectives

=  Knowing why the SECUREU project choose the ISO 31000 standard
= Understand what the 1ISO 31000 entails

=  Why security students should know about the ISO 31000

= Insight how the ISO 31000 can be applied for Security Management
= Relation between the ISO 31000 and the SECUREU-project



Why the SECUREU project chose for the

ISO 31000 standard

One of the important goals in this project is to acknowledge that Europe
countries are addressing the same problems in different ways and that is fine.
We don't always have to approach problems in the same way. This also applies to
Security Management. More important is that we can understand and explain
why problems are approached in a different way.

To be able to do so, a common sense is needed to explain where it deviates. The
common sense we use in this project is the ISO 31000 Risk management. We do
not create a new European standard but use an internationally accepted
standard. So that we can speak the same language when it comes to Risk
management as an instrument to support Security Management.
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DIGITAL EDUCATION TOOLS
FOR SECURITY RISK MANAGEMENT

ISO 31000 Risk Management
Coordinated activities to direct and control an organization regarding risk (ISO 31000)

Integrated
Continual ’

improveme

Structured and
comprehensive

Human X Value

and A
cultural | creatlon-and R K MIANA VIEN ()
factors X protection

Best
available
information

AL

CONSULTING

COMMUNICATION &

M3INTY 3 DNIHOLINON

_ Risk evaluation
Implemen

Risk treatment
-tation

t E RECORDING & REPORTING ! !I
ISO 31000 Risk Management




ISO 31000 and Security Management | KS_’GCU.I’EH

DIGITAL EDUCATION TOOLS
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Why should security students know about the ISO 310007

The 1SO 31000 is an internationally acknowledged instrument that helps you:

= To work in a standardized way;
= To make it easier to explain how you work;

[not only internally but also to colleagues outside the organization - even if that differs from how
other organizations perform the work]

= Roll out and manage measures in a standardized way;,
= Unambiguous way of communication;

[everyone in the organization speaks the same language as they understand the building blocks
of the 1ISO 31000]

= Easier to determine the desired level of work to be carried out using the 1ISO
31000 is a guideline.
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How to apply the ISO 31000 to Security Management LS_’eCU_I‘eu

Strategy

Security Risk Management
Coordinated activities to direct and
control an organization regarding
Security Risk Management

Always be able to explain:
= Where do you start?

= Why you start there?

=  What your approach is?
= Who will be your allies?

RISK MANAGEMENT PROCESS
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DIGITAL EDUCATION TOOLS
FOR SECURITY RISK MANAGEMENT

ISO 31000 Risk Management

__RISK MANAGEMENT PRINCIPLES
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Digital Security Management Vocabulary  Best Practices SRM Practical Tasks for Students Video lessons

A: Vocab
English Dutch Latvian Finnish Lithuanian Spanish Norwegian REFERENCE TO IS0 31000 STANDRD INTRODUCTION INTO SECURITY
Scope, context, criteria =
According to the 150 31000 standard, UGIS ZACS, Lecturer of Turiba University, Latvia
Access control | Toegangsbeheer | Piesjas kontrole | kulunvalvonta | Prieigos kontrolé | Control deacceso | Adgangskentroll importance  in  effective  risk
(miet: management. Communication plays a &
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Thank you for watching!



